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IT

5

Illustrate the main concepts, key technologies, strengths and limita
computing. (K2)

Discover the enabling technologies that help in the development of cloud.

I).
service and delivery models. (K3)
Summarize the core issues of cloud computing such as resource mi
security. (K2)

Identify the appropriate technologies, algorithms and approaches for impl
use of cloud. (K3)
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1.1 Introduction T1 I

I

t.2 Basics of cloud computins T1 I
1.3 Def-rnition of cloud T1 1

1.4
Evaluation of cloud
computing T1 I

1.5
Underlying principles of
parallel computing TI I

1.6
Underlying principles of
distributed computing

T1 I

1.7 Cloud characteristics T1 I
1.8 Pron &cons of cloud T1 II

1.9 Types of cloud computing T3 I

1.10
Services of cloud
computing T3 I

1.11 On demand provisioning T3 I
Content beyond syllabus 1.12 Cloud computing senrices T3 I
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Cloud enabling
Technologies T3 I

2.2
Service oriented
architecture T3 I
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2.6
Decomposition of cloud
security

T3

2.7

L8

Secure cloud software
testing

T3

Cloud penetration T3

2.9 Cloud disaster recovery T3

2.10 Cloud testing T3

::EnI hE\ond s1'llabus 2.tl Secure cloud software
testing

T3
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3.1 Cloud computing risks T3

3.2 Cloud computing issues T3

J.J The CIA Triad T3

3.4
Privacy and compliance
risks

T3

3.5 Common threats T3

3.6 Common vulnerabilities T3

3.7
Cloud access control
issues

T3

3.8
Cloud service provider
risks

T3

1- :rcnI trrrtnd s1'llabus 3.9 Cloud computing risks T3
Total
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4.1
Cloud computing securitY

challenges
T3

4,2
Security policy
implementation

T3

4.3 Policy types T3

4.4 Computer securitY T3

4.5 Cloud Security challenges

4.6
Software as a service
security

4.7 Security govemance

4.8 IAM
4.9 Security standards

4.tl Computer security
incident response

T3

4.12
Team (CSIRT) ,VM
security recommendation

T3

Cloud computing securit.v

architecture and design
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Power point
presentations

Assignment

Test

Text Books:
,IIITHONS, BOOK TITLE, EDITION, PUBLISHER, Y

G.Dongarra,DistributedandC1oudSecurityFrom
Parallel Processing to the Intemet of Thi KaufmannPublis

Rrtt"rgh"r*, J"hn W. and James F. Ransome, Cloud security : Implementation,

and Security, CRCPress.

Reference Books:
S.No. ,q,urHons, BooK TITLE, EDITION, PUBLISHER, YEAR OF PUBLIm

@tianVecchiola,S'ThamaraiSelvi,MasteringCliludC1oud
securitv Tata McgrawHill..

@Ve1te,RobertE1senpeter,C1oudCloudsecurity,-APractical
h, Tata McGrawHill..

George Reese, Cloud Application Architectures: Building Applications and

Infrastructure in the Cloud: Transactional S1'stems tbr EC2 and Bevond (Theory in

Web Details:
s:/Arlvlv. int.com/ c -tutorial

tutorials/

Architectural
consideration
Trusted cloud computin
Secure excecution
environemnts and

communication
Identity management and

access control
Autonomic securit
Introduction to design

Security patterns for
cloud computi
Identity management and

access controlContent beyond sYllabus
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