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COURSE OUTCOMES (CO): Students are able to

1;

Explain basic cryptography principles, including security goals, attacks, and symmetric

Encryption techniques like DES and AES. (K2)

2. Apply asymmetric encryption methods and compare cryptographic has functions such as
SHA and SHA-3. (K3)
3. Analyze digital signature schemes and evaluates security measures for email and IP security.
(K4)
4, Identify and classify cybercrimes and understand the roles and motivations of
cybercriminals. ( K1)
5. Evaluate advanced cyber threats and propose security measures to counter them. (K5)
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Recommended Text Books for Reading:

1. Cryptography and Network Security, 3rd Edition, Behrouz A. Forouzan, Deb deep
Mukhopadhyay, McGraw Hill, 2015.

2. SunitBelapure, Nina Godbole “Cyber Security: Understanding Cyber Crimes, Computer
Forensics and Legal Perspectives,", WILEY, 2011

Reference Text Books:

1. Network Security and Cryptography, First Edition, Bernard Menezes, Cengage Learning,
2018.
2. Cryptography and Network Security, William Stallings, Global Edition, 7e Pearson, 2017.

WEB RESOURCES:

1. https://archive nptel.ac.in/courses/106/105/106105162/

2. https://cbooks.inflibnet.ac.in/csp1 1/chapter/introduction-to-network-security/

3. https://www.fortinet.com/resources/cyberglossary/what-is-cryptography

4. https://ischoolonline. berkeley.edu/cybersecurity/curriculum/cryptography/

5. https:ffwww.mitcl.comfarticlesfweb—communication-cryplography—and-nctwork security
6. https://www.nist.gov/cybersecurity

7. https://www.codecademy.cony/learn/introduction-to-cybersecurity
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