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Pre-requisites: Computer Networks
COURSE OUTCOMES

1 | Explain different security threats and counter measures and foundation course of cryptography
mathematics[K2].

5 | Classify the basic principles of symmetric key algorithms and operations of some symmetric
key algorithms and asymmetric key cryptography[K2].

3 | Revise the basic principles of Public key algorithms and Working operations of some
Asymmetric key algorithms such as RSA, ECC and some more[K4].

4 | Design applications of hash algorithms, digital signatures and key management techniques.[K3]

Determine the knowledge of Application layer, Transport layer and Network layer security

5
Protocolssuch as PGP, SMIME, SSL,TSL, and IPsec[K3].
Out Text
Unit Comes/ | Topics Topics/Activi Book/ (:)cl:t Delivery
Bloom’s No. P ty Refere H Method
our
Level nce
UNIT-I: Basic Principles
1.1.1 | Security Goals Tl 1 Chalk ,talk
1.1.2 | Security Attacks, T 1 Chalk ,talk
1.1.3 | Security Services T1 1 Chalk ,talk
1.1.4 | Algorithm analysis and complexity Tl 1 Chalk ,talk
COl: v Mechani
Implement 1.1.5 | Security Mechanisms
siid 1.1.6 | Symmetric Cipher Model T1 1
I . 1.1.7 | Substitution Techniques T1 1 Chalk ,talk
Techniques = ; !
tasad in 1.1.7 | Transposition Technique T1 1 PPT
. - Chalk,
security. . M e T
y 1.1.8 | Phishing Measur 1 1 talk PPT
1.1.9 | Defensive Measure T1 1 PPT
1.2.1 | Web-Based Attacks, Tl 1 wep
Resources
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1.2.2 | Structured Query Language(SQL) Tl 1 PPT
; NPTEL
1.2.3 | Implementing SQL Tl 1 i
1.2.4 | Injection attacks Tl 1 Rc::;/ﬁ':ccs
CBS JC\dvanccd Cryptography and  Security Tl I PPT
oncepts
Total 16
UNIT-II: Traditional Block Cipher Structure
2.1.1 | Symmetric Encryption T2 I Chalk ,talk
i : Web
2.1.2 | Traditional Block Cipher Structure T2 1 Resources
2.2.1 | Stream Cipher and Block Cipher. T2 1 Chalk , talk
222 Mathematics of Symmetric Key T2 I Chalk talk
Cryptography
223 Introduction to Modern SymmetricKey T2 I Web
CO2: = | Ciphers Resources
Mcchanism . T2 Web
i " 2.3.1 | Data Encryption Standard 1 Resources
Symmetric IDEA(International Data Encryption T2 Chalk ,talk,
: 232 . 1
Encryption Algorithm) ppt
2.3.3 | operations on IDEA T2 1 PPT
2.3.4 | Applications of IDEA B oE | g
esources
2.3.5 | Encryption Implementation T2 1 Chalk ,talk
2.3.6 | Encryption Standard T2 1 R Web
esources
2.3.7 | Advanced Encryption Standard T2 1 Web
Resources
CBS | Future of Symmetric Cryptography T2 1 PPT
Total 13
UNIT-III: Asymmetric Encryption
Mathematics of Asymmetric Key
3.1.1 Cryptography Tl 1 Chalk ,talk
CO3: 3.1.2 | Decryption Implementation Tl 1 Chilk ’:alk’
Mechanism . e T \E,i b
111 . ": :1 e 3.1.3 | Decryption standar 1 1 Resources
symme . : NPTEL
Encryption. | 3.1.4 | Operations on decryption key T1 1 video
3.1.5 | Asymmetric Key Cryptography Tl 1 PPT
3.2.1 | RSA Algorithm T3 1 PPT
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Algorithm for Diffe-Hellman Key Web
32 Exchange 13 : Resources
3.2.3 | Elliptic Curve Cryptography T3 1 Chalk ,talk
CBS | Attacks on Asymmetric Cryptography T3 1 PPT
Total 9
UNIT-IV: Data Integrity, Digital Signature Schemes & Key Management
4.1.1 | Data Integrity Tl 1 PPT
Web
4.1.2 | Message Integrity Authentication Tl 1 Resosrces
4.1.3 | Message Authentication Tl 2 Chalk ,talk
4.1.4 | Hash Function i 1 PPT
CO4: 415 Applif:ations of Cryptography Hash T1 1 Chalk ,talk
ol Functions
Applications Web
v of 4.1.6 | SHA(Secure Hash Algorithm) Tl 1 e
Cryptographic Web
Ful:::::m 4.1.7 | Digital Signature Tl 1 Resources
) T3 Web
4.1.8 | Key Management 1 Resources
4.1.9 | Distribution T3 2 R Web
esources
4.2.0 | Distribution Management 13 2 R Weh
esources
CBS ?dvar}ccd Cryptographic Hash T3 1 Chalk ,talk,
unctions ppt
Total 14
UNIT-V: Network Security-I
5.1.1 | Remote User Authentication Principles | T3 1 Web
Resources
5.1.2 | Kerberos T3 1 Chalk ,talk
€02 - Chalk , talk
Demonstrate | 5.1.3 | Web Security T3 2 PP:F
. the 5.2.1 | Security at application layer T3 2 PPT
v implementat Web
ion of 5.2.2 | PGP and S'MIME T3 1
Authenticati Resources
on 5.2.3 | SSLand TLS, Network T3 2 Chalk ,talk
S o . Web
Principles. | 5.3.1 | Security at the Transport Layer T3 1 Resources
5.3.2 | IPSec, System Security T3 1 Chalpkp,ttalk,
CBS | Network Layer Security Beyond IPSec | T3 1 PPT
Total 12
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CUMULATIVE PROPOSED PERIODS | 64
Text Books:
S.No. AUTHORS, BOOK TITLE, EDITION, PUBLISHER,YEAR OFPUBLICATION
1. Bernard Meneges, Network Security and Cryptography, 1% Edition, , Cengage
Learning,2018.
3. William Stallings,Cryptography and Network Security,4th Edition,(6¢) Pearson,2006
3. Keith M.Martin, ,Everyday Cryptography, 1st Edition, Oxford,2016
Reference Books:
S.No. AUTHORS, BOOK TITLE, EDITION, PUBLISHER,YEAR OFPUBLICATION
1. Deb deep Mukhopadhyay, Cryptography and Network Security, 3rd Edition
McGraw Hill,2015
‘Web Details
L https://www.tutorialspoint.com/cryptography/index.htm
2. https://www.gatevidyalay.com/tag/cryptography-and-network-security-tutorial/
3. https://www.geeksforgeeks.org/cryptography-introduction/
4. https://www.vssut.ac.in/lecture_notes/lecture1428550736.pdf
S https://www.scaler.com/topics/computer-network/cryptography-and-network-security/
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