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Understand the concepts of Privacy Preserving Data Mining Models and Algorithms

4 Demonstrate a comprehensive understanding of different tasks associated in Inference
e - Control Methods for Privacy-Preserving Data Mining
3 Understand the concepts of Data Anonymization Methods and its Measures
4 Evaluate and Appraise the solution designed for Multiplicative Perturbation
F ormulate, Design and Implement the solutions for Utility-based Priva Preserving Data
5 €y g
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UNIT Bloom™s & ﬁctivi[}r ook Hour Method
Level No. s
Unit-1: Introduction to PPDP
e Introduction to Privacy-Preserving = : Chalk
&
1.2 Privacy-Preserving Data M ining T1 2 Board
Algorithms
0— . Power point
. N T N Tl 2 i
The Randomization Method, presentations
k4 | Group Based Anonymization Al 2 Assignment
1.5 | Distributed Privacy-Preserving Data ] 2 Test
| Mining
Content beyond syllubus 1.6 | DifTerential Privacy R1 1
Total 1) _ |
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Unit-2:Interface Control Methods
21 Introduction to T1 i
E Interface Contral Methods
2.2 A Classification of Microdata Protection T1 2
Methods Ct:lh
IT C? - 2 Perturbative Masking Methods o 2 i
Power point
24 Non- Perturbative Masking Methods o 2 presentations
Assignment
2.5 Synthetie Microdata Generation T1 2 Test
2.6 Trading off Information Loss and Tl 2
Disclosure Risk.
Content beyond syllabus 2.7 __ | Privacy Preserving in Machine Learning R2 1
Total 12
Unit-3:Measure of Anonymity
3.1 Introduction T1 1
32 L 1
' Data Anonymization Methods Chalk
3.3 T1 5 &
CO— i A Classification of Methods, Board
11 5 3.4 Tl 1 :
: Statistical Measure of Anonymous Power point
T1 presentations
e Probabilistic Measure of Anonymity 2 '
T1 Assignment
3.6 Computational Measure of Anonymity 1 et
3.7 | Reconstruction of randomization method T1 2
T1
3-8 Application of Randomization 3
Content beyond syllabus 3.9 | Local differential privacy in detail R1 1
Total | 12
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' Unit-4: Multiplicative Perturbation
41 Definition of Multiplicative Perturbation s 1
4.2 Transformation T1 1
Invariant Data Mining Models
Chalk
4.3 Privacy Evaluation for Multiplicative T1 2 &
v cO - Perturbation Board
4
4.4 | Auack Ti 2 Power point
Resilient Multiplicative Perturbation preseniations
5 LI . i
4.5 Metrics for Quantifving Privacy Level L : MS?"TEM
o5
4.6 Metrics for T1 2
Quantifving Hiding Failure
5 i Metrics for Quantifying Data Quality - . .
Content beyond syllabus 4.8 | Utility-privacy tradeoff optimization R1 1
Total 12
| Unit-5: Utility-Based Privacy-Preserving
|
= Introduction to
Sit Ltility-Based Privacy-Preserving L 7
Chalk
5.2 Data Types of Utility-Based Privacy Tl 2 &
Preserving Methods Board
vV C{; = Power point
83 Utility-Based Anonymization Using Local T1 2 Pf“f“‘“”““’
Recording ABsEnient
The Utility-Based Privacy Preserving Fest
5.4 T1 2
Methods in Classification Problems
e Anonvmization Merginal . 2
5.6 Injection Utility into Anonymization T 1
Data Sets
Content beyond syllabus 5.7 | Hadoop Ecosystem Components T1 1
Total 12
Cumulative Proposed Periods 58 |
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- Text Books:
S5.No. AUTHORS, BOOK TITLE, EDITION, PUBLISHER, YEAR OF PUBLICATION
1 Privacy — Preserving Data Mining: Models and Algorithms Edited by Charu C. Aggarwal and S,
| Yu, Springer 2008.
Reference Books:
S.No. AUTHORS, BOOK TITLE, EDITION, PUBLISHER, YEAR OF PUBLICATION
I Charu C. Agarwal, Data Mining: The Textbook, 1st Ed ition, Springer.
2 Han and M. Kamber, Data Mining: Concepts and Techniques, 3rd Edition, Elsevier.
3 Privacy Preserving Data Mining by Jaideep Vaidya, Yu Michael Zhu and Chirstopher W,
Clifion, Springer
Web Details:
1 hups:.h“sites.cs.ucsb.ﬂdua’mxyﬂnfcEasscstSE@Dl}-2L'!{ilgspringfrcviaws.fprivacy-prcsewing,pdf‘
2 https://www.researchpate net/publication/250795843 Privacy-
Preserving Data Mining Models and Algorithms
3 https://dL.acm.ore/doi/ 10.5555/1391239
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